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1
METHOD AND UNIT FOR THE RELIABLE
ALLOCATION OF NETWORK ELEMENTS
TO A WIRELESS SENSOR NETWORK

The present invention relates to a method and a unit for the
reliable allocation of new network elements to a wireless
network.

A preferred field of application is the field of monitoring
patients by means of medical sensors which are connected to
a wireless network. In this case, a new network element (e.g.
a medical sensor which monitors the blood pressure of a
patient) must be allocated to an existing network (e.g. the
patient’s other sensors, which monitor the temperature of the
patient for example) in a reliable and unambiguous manner in
order to prevent incorrect configurations. In the medical sec-
tor, this is often made more difficult by the fact that the staff
have to operate under a high time pressure and high mental
and physical stress. Moreover, in a sector such as this alloca-
tion errors must not occur. It is obvious that a reliable and
unambiguous allocation of network elements to a network is
absolutely necessary in this case.

Within the context of the present invention, medical sen-
sors are sensors which record data from a patient and forward
it to a processing unit. Within the context of the present
invention, the term “patient data” includes both physiological
data, such as real time ECG signals, blood pressure, CO,
saturation in the blood, blood sugar level, temperature, etc.,
and also non-physiological data, such as battery power,
patient location, etc.

U.S. patent application US2001/0023315 Al discloses a
medical system in which sensors transmit patient data to radio
frequency transceivers which are mounted on the ceiling.
These transceivers transmit the data to an LAN, with each
sensor transmitting to at least two transceivers and the better
connection being used. However, the configuration of the
sensors and their incorporation into the LAN also in this case
has to be carried out manually, and thus in a time-consuming
and complicated manner. Furthermore, US patent application
US2002/109621 A1 describes protocols for use in a monitor-
ing system comprising wireless biosensors, but in this case
too the initial allocation of sensors to the system has to be
carried out manually.

It is an object of the present invention to provide a method
and a unit which allow the reliable and controlled allocation
of network elements (particularly medical sensors) to a net-
work with prior configuration of the wireless sensors or of the
network administration system.

It has now been found that the use of an allocation unit
which transmits codes and hence brings about the transmis-
sion of encoded IDs meets the necessary profile of require-
ments.

One object of the present invention is a method of allocat-
ing network elements to a wireless network, wherein an allo-
cation unit (ZG) transmits a code to a first network element
(NE-1), which code causes the first network element (NE-1)
to transmit its ID together with the code (encoded ID) so that
the latter can be received by a second network element (NE-2)
which allocates the first network element (NE-1) to its net-
work.

In the method according to the invention, either the ID of
the device (network element) that is to be incorporated is
passed to the existing network or the existing network and the
new device that is to be incorporated are brought into con-
nection by a common code.

FIG. 1 shows, schematically, a method according to an
embodiment of the invention.
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FIG. 2 shows components used for a method according to
an embodiment of the invention.

FIG. 3 shows a procedure of an allocation by an encoded
light pulse according to an embodidment of the invention.

FIG. 4 shows a procedure of an allocation according to an
embodiment of the invention.

The method according to the invention is shown schemati-
cally in FIG. 1: a network 4 is built up around a network
element with network administration function 3. An alloca-
tion unit 1 incorporates, into the network 4 around the net-
work element with network administration function 3, a net-
work element 2 that is to be allocated.

The components used for the method according to the
invention are shown in FIG. 2. A network element 2 and a
network element with network administration function 3
comprise a receiver 5 and a radio interface 6. An allocation
unit 1 has a transmitter 8 which can be activated for example
by a push button 7.

The advantages of the method according to the invention
are in particular that no manual presetting of the network
elements or network is required. The method according to the
invention allows intuitive operation by non-technical staff
and provides the possibility of direct feedback about success-
ful performance of the operation by means of LEDs on the
network elements. It allows reliable allocation of wireless
sensors/network elements even in environments in which a
number of wireless networks of the same type are used next to
one another.

The transmission of the code by the allocation unit may
take place in various ways; one possibility for carrying out the
method according to the invention consists in the allocation
unit transmitting an encoded light pulse.

In this variant of the method, the allocation unit transmits a
light pulse which is used to send out a code that is unique for
each allocation unit. The sending of the encoded light pulse
preferably takes place in a user-activated manner, for example
by pressing once or holding down a button on the allocation
unit.

By receiving the code from the allocation unit, a network
element that has a receiver for optical pulses is caused to
transmit, for a given time period, its identification (ID)
together with the received code. This operating state of the
network element may be displayed optically for example with
the aid of an LED. An LED can also display the reception of
the light pulse from the allocation unit.

The ID transmitted by NE-1 together with the code
received from the allocation unit (hereinafter referred to as
the “encoded ID”’) may then be received by a network element
NE-2, which is authorized to allocate new network elements
to the network. The network element NE-2 is advantageously
activated only temporarily to receive encoded IDs, see below.

By using differently encoded allocation units, it can be
ensured that in two adjacent networks located within range,
devices can be unambiguously allocated to a network.

One preferred procedure of an allocation according to the
invention by means of an encoded light pulse is shown in FIG.
3. In FIG. 3, two network elements—a first network element
NE-1 which is to be newly allocated to a network (new net-
work element) and a second network element NE-2 which
includes a network administration function (network element
with network administration)—are in the “Receive (light)”
state for receiving encoded light pulses from an allocation
unit (ZG). If a code from ZG is received at NE-1, then NE-1
switches into the “Transmit (radio)” state. In this case, mes-
sages having their own identification and the received code
(so-called encoded IDs) are transmitted by NE-1 regularly
over a defined time interval.
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The time interval within which NE-1 transmits encoded
IDs preferably lies in the range from one second to one
minute, particularly preferably in the range from two seconds
to half a minute and in particular in the range from five to ten
seconds. The repetition rate within this time interval, that is to
say the time after which the signal (the encoded ID) is again
transmitted, preferably lies in the range from 0.05 to 5 sec-
onds, particularly preferably in the range from 0.1 to 3 sec-
onds and in particular in the range from 0.2 to 1 second.
Accordingly, the frequency with which an NE-1 activated by
ZG transmits its encoded ID may preferably be from a few
times to a few hundred times, for example one, two, three,
four, five, six, seven, eight, nine or ten times to fifty or a
hundred times or more. The choice of time window within
which two network elements come into contact forms a com-
promise between a reaction that is as short as possible, in
order to be able to give the user rapid feedback, and a power
consumption that is as low as possible, said power consump-
tion increasing with the number of transmission operations.
Values which have proven useful in practice are, for example,
a time window of from 5 to 10 seconds at a transmission rate
of'2 to 4 packets per second, resulting in a frequency of 10 to
40 times per second. In the case of smaller time windows, the
intervals should be chosen to be shorter; in the case of long
time windows they should be chosen to be longer.

As shown in FIG. 3, the network element NE-2 with net-
work administration function can switch into the “Set up
connection” state when it receives an encoded ID. By con-
trast, if the network element with network administration
function receives a message with an unsuitable, that is to say
incorrect, code, it remains in the “Receive (radio)” state. After
the time interval has elapsed, it then switches back into the
“Receive (light)” state. One disadvantage of this variant is
that NE-2 must already know the code, that is to say each
individual network to which new elements are to be allocated
must have its own network element with network administra-
tion function.

According to the invention, this is advantageously effected
in that the allocation unit is likewise used to activate the
network element with network administration function. Fol-
lowing appropriate activation, the network element with net-
work administration function is ready to receive encoded IDs
from network elements activated beforechand by ZG. Other
messages relating to the connection setup are ignored during
this time, so that unambiguous allocation is ensured.

In particularly preferred methods according to the inven-
tion, the activation of NE-2 to receive the encoded ID from
NE-1 talces place by receiving the code from the allocation
unit.

In this preferred variant of the method according to the
invention, a network element NE-2 has network administra-
tion properties, it being possible for the network around NE-2
to have further network elements NE-x. In a network element
NE-1 that is to be allocated to the network around NE-2, an
event E1 is brought about by means of the allocation unit
(NE-1is caused to transmit its encoded ID). At the same time
as this event E1, an event E2 is brought about in the network
element NE-2 (NE-2 is caused to receive encoded IDs). Only
when NE-2 receives at around the same time a request to set
up a connection is this request answered with a positive
response. In this context “at around the same time” means that
the reception must lie within a time window following the
event E2. For this purpose, NE-1 preferably sends its request
periodically within a time period following the event E1 (see
below). The two time periods of NE-1 and NE-2 must overlap
for there to be a successtul connection setup.
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In this variant, only the temporal proximity of the events
(activation by allocation unit) is used in order that only the
respectively activated network elements NE-1 and NE-2 set
up a connection with one another. In the hospital environ-
ment, it may be possible that two adjacent networks that are
within range are activated at the same time. In order still to
ensure an unambiguous allocation in this case, the events E1
and E2 may receive a unique ID. NE-1 then transmits its
request together with the received ID and NE-2 only accepts
requests with the received ID. The allocation unit may make
use of various technologies which allow short-range data
transmission, in particular wireless technologies such as, for
example, Near Field Communication, for instance RF-ID, or
preferably infrared communication (see above).

In this preferred variant of the method according to the
invention, the authority of the network which performs the
allocation of new network elements to the network (network
administration) is likewise activated by the signal of the allo-
cation unit (encoded light pulse or radio signal) in order to
react, for a defined time period, to transmitted identifications
from new network elements so as then to allocate them to the
network. Only identifications from new network elements
which have received the same code via the allocation unit are
accepted.

The preferred procedure described above is hence supple-
mented by the following steps: if the network element with
network administration NE-2 receives an encoded light pulse
from the allocation unit, then it switches from the “Receive
(light)” state to the “Receive (radio)” state. It now accepts
only messages having the same code as was given by ZG to
NE-2. If no valid message is received within a defined time
period, NE-2 switches back to the “Receive (light)” state. Ifa
valid message, that is to say an ID encoded with the same
code, is received, there is a transition to the “Set up connec-
tion” state. Following this state, there is a switch back to the
“Receive (light)” state in order to be able to integrate further
network elements into the network.

In this case, too, the time interval within which NE-2 can
receive encoded IDs preferably lies in the range from one
second to one minute, particularly preferably in the range
from two seconds to half a minute and in particular in the
range from five to ten seconds.

In wireless networks without central network administra-
tion, the two functions “Receive (light)—Transmit (radio)”
and “Receive (light)—=Receive (radio)” may be implemented
in each individual network element; in this way an allocation
between any desired network elements can be produced.

In order to make the method more user-friendly, the respec-
tive operating states of the individual network elements may
be made to be optically or acoustically perceptible. Thus, for
example, a flashing LED on the unit may indicate the state
“Transmit (radio)”, and an LED that stays lit for longer (for
example 2 seconds) could indicate that allocation has been
successful.

In addition, the network elements may be given a network
checking function. The activation of the network element,
that is to say the reception of an encoded light pulse, leads to
an optical report of all network elements located in the wire-
less network. Thus the affiliation of individual network ele-
ments in the network can be rapidly checked.

The method according to the invention has the advantage
that the sequence in which the network element with network
function and a network element that is to be newly allocated
are activated is of no significance. Moreover, an unambiguous
allocation is ensured by a unique code for each allocation
unit. If in the procedure according to the invention the net-
work elements are provided with LEDs, for example, then
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optical reports brought about by ZG allow a rapid diagnosis of
the allocation of network elements to the network.

As an alternative to activation by means of an encoded light
pulse, it is also possible to use for the method according to the
invention allocation units which activate the network ele-
ments by means of a radio signal. In one preferred variant of
the method according to the invention, the allocation unit
transmits an encoded radio signal.

This variant is entirely analogous to the variant described
above, apart from the fact that in this case the allocation unit
does not transmit an encoded light pulse but rather an encoded
radio signal. The allocation unit therefore requires a radio
interface (transmitter). In this variant, the optical transmis-
sion of the unique code is thus replaced by the use of the radio
interface already present on the network element.

In this variant, the allocation unit should have a short
transmission range in order that only the desired device is
selected. In this variant the allocation unit preferably has a
range of from 0.5 to 150 cm, particularly preferably 1 to 100
cm and in particular 2 to 20 cm.

One preferred procedure for an allocation by means of an
encoded radio signal according to the invention is described
below. Two network elements, a first network element NE-1
which is to be newly allocated to a network and a second
network element NE-2 which includes a network administra-
tion function, are in the “Receive (radio, code)” state for
receiving encoded radio signals from an allocation unit (ZG).
If a code from ZG is received at NE-1, then NE-1 switches
into the “Transmit (radio, encoded ID)” state. In this case,
messages having their own identification and the received
code (so-called encoded IDs) are transmitted by NE-1 regu-
larly over a defined time interval.

The time interval within which NE-1 transmits encoded
IDs preferably lies in the range from one second to one
minute, particularly preferably in the range from two seconds
to half a minute and in particular in the range from five to ten
seconds. The repetition rate within this time interval, that is to
say the time after which the signal (the encoded ID) is again
transmitted, preferably lies in the range from 0.05 to 5 sec-
onds, particularly preferably in the range from 0.1 to 3 sec-
onds and in particular in the range from 0.2 to 1 second.
Accordingly, the frequency with which an NE-1 activated by
ZG transmits its encoded ID may be from a few times to a few
hundred times.

When the network element NE-2 with network adminis-
tration function receives an encoded ID, it can thus switch
into the “Set up connection” state. As an alternative and
preferably, it is also possible—as described above—for the
allocation unit to likewise be used to activate the network
element with network administration function. Following
appropriate activation by the radio signal from ZG, the net-
work element with network administration function is ready
to receive encoded IDs from network elements activated
beforehand by ZG. Other messages are ignored during this
time, so that unambiguous allocation is ensured.

The procedure shown in FIG. 3 and described above is
hence supplemented by the following steps: if the network
element with network administration NE-2 receives an
encoded radio signal from the allocation unit, then it switches
from the “Receive (radio, code)” state to the “Receive (radio,
encoded ID)” state. It now accepts only messages having the
same code as was given by ZG to NE-2. If no valid message
is received within a defined time period, NE-2 switches back
to the “Receive (radio, code)” state. If a valid message, that is
to say an ID encoded with the same code, is received, there is
a transition to the “Set up connection” state. Following this
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state, there is a switch back to the “Receive (radio, code)”
state in order to be able to integrate further network elements
into the network.

In this variant, too, in wireless networks without central
network administration the two functions “Receive (radio,
code)—Transmit (radio, encoded ID)” and “Receive (radio,
code)—Receive (radio, encoded ID)”” may be implemented in
each individual network element; in this way an allocation
between any desired network elements can be produced.

In the method variants described above, the network ele-
ment that is to be allocated transmits its encoded ID to the
network element with network administration function. How-
ever, the method according to the invention may also be
configured such that the network element that is to be allo-
cated is activated by the reception of the code, transmits its
encoded ID and this encoded ID is transmitted not to NE-2 but
rather to the allocation unit. The allocation unit can then
forward the received encoded ID to the network element with
network administration function and at the same time acts as
a conveyor of the encoded ID without NE-1 and NE-2 having
to communicate directly with one another.

In a preferred variant of the method according to the inven-
tion, the allocation unit may receive the encoded ID from
NE-1 and transmit it to NE-2.

Such a preferred procedure is shown in FIG. 4. The allo-
cation unit is in this case configured such that it has the same
network interface as that used in the wireless network. If the
allocation unit (for example a ZG with radio interface, see
above) comes close enough to the new network element
NE-1, then a protocol is brought about by means of which the
allocation unit picks up the unique identification of the new
network element. The allocation unit then has network
authority, in which the identification (encoded ID) is output
again and the network element NE-1 is made known to the
network. The concept of coming closer to a defined distance
is achieved either by a threshold value in the received signal
strength or by a very low transmission power of the ZG or by
a combination of these two measures.

The incorporation of new network elements by means of
the allocation unit according to the method variant described
above may be further refined by incorporating a “pick-up”
function for example. In this case, the pick-up of the new
network element is not brought about by bringing the alloca-
tion unit closer but rather by pressing a button for example. If
the user holds the button down, as may be indicated for
example by an LED, then the ZG receives the identifier. In
order to output the encoded ID to a further network element
(with network administration function), the button must sim-
ply be released, and this may again be shown by an LED or by
an LED going out.

As already described above, the direction of allocation may
be chosen at will, that is to say it is possible either to transmit
the identification of the new network element to a network
administration element or to transmit the network identifica-
tion of the network element with network administration
function to the network element that is to be newly incorpo-
rated. Of course, bidirectional transmission is also possible if
a flexible use of the two allocation paths is desired.

The method according to the invention can also be
expanded to the extent that network elements can be removed
from the network by means of'the allocation unit. A preferred
variant of the method according to the invention provides that
the allocation unit can transmit a second code which causes a
first network element (NE-1) to leave the network of the
second network element (NE-2).

In cases in which the entire network is to be broken up, it
may be complicated to cause each network element to leave
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the network. As an alternative to this, it is possible to cause the
network element with network administration function to
break up the network. In this case, only one command is
required to remove all network elements from the network. In
further preferred methods, the allocation unit can transmit a
second code which causes the second network element (NE-
2) with network administration function to break up the net-
work.

For the second code, the allocation unit may be provided
with a further push button which is actuated for the transmis-
sion of the “Leave” or “Break-up” code. However, it is also
possible to carry out the abovementioned variants of the
method with the code that is already present in the allocation
unit. This has the advantage of a simpler design of the allo-
cation unit and lower susceptibility to operating errors.

In such variants of the method, the difference between the
“Leave” or “Break-up” code and the first code may be that the
code is transmitted over a longer time period or a number of
times in succession. In the first case, time periods of around 2
seconds have proved useful; in the second case it has proved
useful for the first code to be sent twice by means of a double
click. In summary, methods according to the invention are
also preferred in which the second code for removing network
elements or for breaking up the network consists in the first
code being transmitted over a longer time period or a number
of times.

Another object of the invention is an allocation unit for
allocating network elements to a wireless network, compris-
ing a transmitter which transmits, in a user-controlled man-
ner, a code to a first network element (NE-1), which code
causes the first network element (NE-1) to transmit its ID
together with the code (encoded ID) so that the latter can be
received by a second network element (NE-2) which allocates
the first network element (NE-1) to its network.

The allocation unit according to the invention may be con-
figured such that it transmits the code as an encoded light
signal (light pulse), as an encoded radio signal or in some
other way to the network elements. Preferred allocation units
according to the invention comprise as transmitter a device
for transmitting an encoded light pulse and/or an encoded
radio signal.

As described in detail above, it is advantageous if the
allocation unit does not only activate the network element that
is to be newly incorporated in order to transmit, but also the
network administration element in order to receive specific
messages. In this case, allocation units according to the inven-
tion are preferred in which the code which causes the first
network element (NE-1) to transmit its ID together with the
code (encoded ID) causes the second network element (NE-
2) to be ready to receive the encoded ID from NE-1.

Allocation units which can transmit an encoded ID are
particularly advantageous. Such allocation units additionally
comprise a receiver for receiving encoded IDs.

The respective operating states of the network elements
and of the allocation unit are preferably displayed in a user-
friendly manner, it being possible for both optical and acous-
tic signals to be used. Allocation units according to the inven-
tion which additionally comprise one or more devices for
displaying the respective operating state are particularly pre-
ferred.

The display devices are preferably optical devices since
acoustic signals from the surroundings may be regarded as
disruptive. Thus it is possible for example for colored light-
emitting diodes (LEDs) or liquid crystal displays (LCDs) to
be used to display operating states of the allocation unit.

In order to carry out the preferred variants of the method
with a “Leave” or “Break-up” function, the allocation unit
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according to the invention may additionally be provided with
a transmitter which transmits, in a user-controlled manner, a
second code which causes the first network element (NE-1) to
leave the network of the second network element (NE-2) or
causes the second network element (NE-2) with network
administration function to break up the network.

LIST OF REFERENCES

1 allocation unit

2 network element that is to be allocated NE-1

3 network element with network administration function
NE-2

4 network

5 receiver

6 radio interface

7 push button

8 transmitter

The invention claimed is:

1. A method of allocating network elements to a wireless
network, wherein

with a transmitter of an allocation unit, transmitting in a

user-controlled manner, a first code to a first network
element, which first code causes the first network ele-
ment to transmit an encoded identification (ID) compris-
ing its ID and the received first code, so that the encoded
ID is received by a second network element having
network administration function, which allocates the
first network element to its wireless network,

wherein a temporary activation of the second network ele-

ment to receive the encoded ID from the first network
element takes place by receiving the first code from the
allocation unit,

wherein the second network element accepts only identi-

fications from network elements having the same first
code, and

wherein the allocation unit is one of a plurality of differ-

ently encoded allocation units, said allocation unit hav-
ing a short transmission range and the transmitted first
code is unique for each allocation unit.

2. The method as claimed in claim 1, wherein the allocation
unit transmits an encoded light pulse.

3. The method as claimed in claim 1, wherein the allocation
unit transmits an encoded radio signal.

4. The method as claimed in claim 2, further including:

in response to receiving the code from the allocation unit,

the first network element switches from a light receiving
state for receiving encoded light pulses from the alloca-
tion unit into a radio transmission state for transmitting
the encoded ID, and the second network element
switches from a light receiving state for receiving
encoded light pulses from the allocation unit into a radio
receiving state for receiving the encoded ID.

5. The method as claimed in claim 1, further including:

with the allocation unit, receiving the encoded ID from the

first network element and transmitting it to the second
network element.

6. The method as claimed in claim 1, further including:

with the allocation unit, transmitting a second code which

causes the first network element to leave the wireless
network of the second network element.

7. The method as claimed in claim 6, wherein the second
code for removing network elements from the wireless net-
work is the first code transmitted over a longer time period or
a number of times.
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8. The method as claimed in claim 1, wherein the second
network element has a network administration function and
further including:

with the allocation unit, transmitting a second code which
causes the second network element to break up the wire-
less network.

9. The method as claimed in claim 8, wherein the second
code for breaking up the wireless network is the first code
transmitted over a longer time period or a number of times.

10. A system for allocating network element to a wireless
network comprising:

an allocation unit including a transmitter configured to
transmit, in a user-controlled manner, a code to a first
network element, the first network element being con-
figured to transmit in response to receiving the code an
encoded identification (ID) comprising its ID and the
received code,

a second network element having network administration
function and being configured to allocate the first net-
work element to its wireless network in response to
receiving the encoded ID from the first network element,

wherein the second network element is configured to be
activated for a predetermined time to receive the
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encoded ID from the first network element by receiving
the code from the allocation unit,

wherein the second network element is configured to

accept only identifications from network elements hav-
ing the same code, and

wherein the allocation unit is one of a plurality of differ-

ently encoded allocation units, said allocation unit hav-
ing a short transmission range transmitter configured to
send out a code that is unique for each allocation unit.

11. The system as claimed in claim 10, wherein the trans-
mitter is configured to transmit an encoded light pulse and an
encoded radio signal.

12. The system as claimed in claim 10, further including:

a receiver configured to receive encoded 1Ds.

13. The system as claimed in claim 10, further including:

one or more devices for displaying the respective operating

state.

14. The system as claimed in claim 10, wherein the trans-
mitter is configured to transmit, in a user-controlled manner,
a second code which causes the first network element to leave
the wireless network of the second network element or which
causes the second network element to break up the wireless
network.



